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1	Decision/action requested
It is proposed to endorse the proposal of this Discussion paper
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3	Rationale
3.1	Background 
SA2 has asked SA3 about the need for protection of URSP rules sent from the home network to the UE via a serving network in a roaming scenario [1].
According to an interim conclusion in [2], the URSP rules are always provisioned to the UE from HPLMN (H-PCF) via the VPLMN (V-PCF and AMF). 
In the LS in [1] SA2 asks SA3 to provide feedback on the protection of the URSP rules from the HPLMN:
-	Do SA3 consider protection of the URSP rules provisioning in roaming scenarios adequate in Release -15 to Release-17 e.g. based on trust relationships between HPLMN and VPLMN? 
-	Since SA2 is studying enhancement options for provisioning URSP in roaming scenarios (ref. KI#1 of TR 23.700-85) do SA3 see the need to enhance the security/integrity protection of URSP rules when provided from HPLMN and/or VPLMN? 
 
3.2	Discussion
UE Route Selection Policy (URSP) Rules are defined In TS 23.503 [4]. These rules/policies are used by the UE to determine how to route outgoing traffic. Traffic can be routed to an established PDU Session, can be offloaded to non-3GPP access outside a PDU Session, can be routed via a ProSe Layer-3 UE-to-Network Relay outside a PDU session, or can trigger the establishment of a new PDU Session.
The PCF is responsible for delivery of URSP Rules towards the UE. In case of a roaming UE, the H-PCF is responsible for delivery of URSP Rules towards the V-PCF, then the V-PCF sends the URSP Rules to the UE via AMF. 
The URSP Rules are delivered to the UE in the “UE Policy information” that is a container that is built and sent by the H-PCF in roaming and by the PCF in non-roaming. The UE Policy Container is transparent to AMF and V-PCF in the serving network. 
SA2 are asking SA3 if the protection of the URSP rules provisioning in roaming scenarios adequate in Rel-15 to Rel-17. There are no end-to-end security mechanisms protecting the transfer of URSP rules in those releases and perhaps SA2 are in a better position than SA3 to analyse if there are any benefits for serving network to modify or delete URSP rules.  
[bookmark: _Hlk114071388]What SA3 can indicate to SA2 though, is that URSP rules have some similarities to Steering of roaming and UE Parameters Update procedures in the sense that the Home Network provides information to the UE via a serving network. 
Steering of roaming information and UE parameters update data are integrity protected from the HN to UE using a dedicated key known only to the UE and HN (as defined in TS 33.501 [5], clauses 6.14 and 6.15). If needed, the same principles could be applied to the URSP rules to integrity protect the information sent from HN to UE enabling the UE to verify that the information originates from the HN and for the HN to be aware that the UE received the information as sent. 
Observation 1: Integrity protection of URSP rules could reuse the same principles as for SoR (and UPU) as defined in TS 33.501 [5] clauses 6.14 (and 6.15). This will enable the UE to verify that URSP rules originates from the HN.
Since the URSP rules are transported in a container transparent to both V-PCF and AMF, there is no impact on these nodes by adding an integrity check value to the data. 
[bookmark: _Hlk114128957]Assuming that integrity protection of URSP rules is introduced in Rel-18, it is required that both UE and HN support the new feature. Hence, there may also be need for a UE capability transfer from UE to HN.  
4	Detailed proposal
It is proposed endorse sending a send a reply to SA2 as proposed in the draft reply in [3]. 
